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Introduction

This eBook is a complete tutorial for both novice and advanced internet users on how to bypass internet censorship with the focus on Iran's internet filtering system. 

It was developed by no-filter.com with the purpose of helping freedom of speech and development of democracy in Iran.

Although this tutorial was originally written in Farsi but we may translate it in other languages, esp in English, if there is a demand. For more information please contact us at info@no-filter.com 
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Complete Partial . Total Block
General Category Blocks Blocks Sites Tested Percentage
Blogs 74 12 588 15%
Interngtlor)al 0 0 17 0%
Organizations
Lifestyles 2 2 15 27%
News 10 4 46 30%
Opposition & Dissent 15 10 62 40%
Poll_tlcal / Religious / 30 20 59 96%
Social
Politics 28 22 51 98%
Prox_y / Anonymizer 17 3 26 77%
Services
Religion 3 1 24 17%
Sex 219 31 251 100%
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sub proxy_encode {},
proxy_decode {}

c"_\;..me\A_.\_JJJ@JJ@J&ASQJ}.\A@\JURLMCE\:URLQS%JRQJJ
RPN ECS)

$USER_AGENT [none]
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$MAX_REQUEST SIZE
[4194304 = 4 Meg]
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http://proxy.no-filter.com/nph-proxy.cgi/010110A/http/www.google.com/
http://proxy.no-filter.com/nph-proxy.cgi/010010A/uggc/jjj.tbbtyr.pbz/

http://proxy.no-filter.com/bypass/nph-
proxy.cgi/010010A/687474702f7777772e676f6f676c652e636f6d2f
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sub proxy_encode {

my($URL)= @_ ;

SURL=~ s#N([\wW+.-]+)://#S1/# ; # http://xxx -> http/xxx
#  S$URL=~ s/(.)/ sprintf("%02x",0rd($1)) /ge ; # each char -> 2-hex
# $URL=~ tr/a-zA-Z/n-za-mN-ZA-M/ ; # rot-13

return $URL ;
b

sub proxy_decode {
my($enc_URL)= @_ ;

# $enc_URL=~ tr/a-zA-Z/n-za-mN-ZA-M/ ; # rot-13
#  $enc_URL=— s/([\da-fA-F]{2})/ sprintf("%c",hex($1)) /ge ;
$enc_URL=~ s#N([\w+.-]+)/#$L://# ; # http/xxx -> http://xxx

return $enc_URL ;
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function _proxy_jslib_proxy_encode(URL) {
URL= URL.replace(/([\W\+\.\-]+-)\:\V\//, '$1/") ;
// URL= URL.replace(/(.)/g, function (s,pl);
// URL= URL.replace(/([a-mA-M])|[n-zN-Z]/g, function (s,pl);

return URL ;
b

function _proxy_jslib_proxy_decode(enc_URL) {

//  enc_URL= enc_URL.replace(/([a-mA-M])|[n-zN-Z]/g, function (s,pl);

// enc_URL= enc_URL.replace(/([\da-fA-F]{2})/g, function (s,pl);
enc_URL= enc_URL.replace(/(D\W\+\\-1+)\//, '$1://") ;



return enc_URL ;
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sub proxy_encode {

my($URL)= @_ ;
SURL=~ s#N([\wW+.-]+)://#S1/# ; # http://xxx -> http/xxx
SURL=~ s/(.)/ sprintf('%02x",ord($1)) /ge ; # each char -> 2-hex

# SURL=— tr/a-zA-Z/n-za-mN-ZA-M/ ; # rot-13
return $URL ;
b
sub proxy_decode {
my($enc_URL)= @_ ;
# rot-13

# $enc_URL=~ tr/a-zA-Z/n-za-mN-ZA-M/ ;
$enc_URL=~ s/([\da-fA-F]{2})/ sprintf("%c",hex($1)) /ge ;
$enc_URL=~ s#EN([\w+.-]+)/#$1://# ; # http/xxx -=> http://xxx

return $enc_URL ;

function _proxy_jslib_proxy_encode(URL) {
URL= URL.replace(/([\W\+\.\-]+-)\:\V\//, '$1/") ;
URL= URL.replace(/(.)/g, function (s,pl)
//  URL= URL.replace(/([a-mA-M])|[n-zN-Z]/g, function (s,pl)

return URL ;
b

function _proxy_jslib_proxy_ decode(enc_URL) {

// enc_URL= enc_URL.replace(/([a-mA-M])|[n-zN-Z]/g, function (s,pl);
enc_URL= enc_URL.replace(/([\da-fA-F]{2})/g, function (s,pl) ;
enc_URL= enc_URL.replace(/(D\W\+\\-1+)\//, '$1://") ;

return enc_URL ;
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Internet Properties

.
—

DS 12l ) ) ghanST i i)

S ol 1) Connections caewd

% o ok

i Tosetupan Interne
l Setup.

Dialup and Virual Private b

nneﬂ:n,
work! setfings

Dial4up Connection (Dief
Dial4up Connection 2
Dial4ip Connection 3

a‘uﬂ?/-/

server for a connection,

(") Mever dial a connection

Current Dial-up Co

LAM Settings do not apply to
Choose Settings above for di

Choose Settings if vou need to configure a proxy

() Dial whenever a network connection is not present
(%) Abways dial my default connection

Local Area Metwork (LAMN) settings

nnection

dial-up connections,
al-up settings.

oK || cancel




(D) 3ups )Lzd 1) Advanced 4eSs Gugw 9 (C) 23 colle 1) Use @ Proxy ... laol dxis cul ys .0

Dial-up Connection Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ ] Automatically detect settings

¥se a proxy server for this connection (These setijngs AD(
apply to other connections).

Address: |:| Port: | Aﬁng&d...

[ ]Bypass proxy server for local addresses

Dial-up settings

User name: | H Properties ]
psswort; | (==n
Domain: | | |

oK ][ Cancel ]
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Proxy Settings

Servers E

ml, Type R0 rest to use Port

L

S yrre: | 198A75.37.5 B
Secure | /‘[/ ™

i

o ( ) |
Gopher | \ 5 i’
Socks: | | - | |

[ ] use the same proxy server for all protocols

Exceptions

-1 Do not use proxy server for addresses beginning with:
|

0

Use semicolons (; ) to separate entries,

[- Ok ] [ Cancel

»deﬁ|)w53ym|,>)§|bm»,mc)bu'.o*buwﬂ,)*S&JSOKMS)G,) Y
.(C);..ub)._aUSeaproxy... WS ) S Cwolle 9 305,55 0 do o U CundlS
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Options

i & @ (3 & &

General  Privacy  Content Tabs Downloads  Adwvanced

.)ﬁJS|)2||)w5l§)il§ .
S Okl 1, Options 44,35 9 s, TOOIS 90 40 .Y

(A) s SIS Connections Settings s, » General cuowd )5 W

X

Home Page

Location(s): | http://search. yahoo.comf |

Default Browser

Firefox should check to see ifitis the default browser when
[ starting. ‘w
Conmection m
Determine how Firefox connects to the Internet. | Connéftion Settings... |

[ Ise Current Page ] [gse Bookmark. .. ] [Llse Blank Page ]

Ok l [ Cancel ] [ Help
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(B) s Ol 1, Manual Proxy configuration au ;5 .

S 3 )lg dbgs po 3 43 1) S5 (D) 09y 9 (C) pwssT
(E) 2015 0 Use this proxy ... ,us jl 1) S Cuwlle

< % & =

23S JB 1) b yslS b 4, 38

Connection Settings

‘Peies to Access the Internet

cognection to the Internet
4 Etect proxy settings for this ne _urC
O] Manual proxy configuration:
“ | port: 308

HTTP Proxy: | 195.175.37.6

Mo Proxy for: |In:n:a|hn:nst. 127.0.0.1 |

{:} Automatic proxy configuration URL:

Lise this proxy server for all protocols

| Paort: | |

\! | Part: | |
/ | Port: | |
| Paort: | |

() SOCKS w4 (3) SOCKS w5

Example: .mozila.org, .net.nz, 192,163, 1.0/24

Ok l [ Cancel ] [ Help
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(A) S SIS Properties 4.5 g9y » .Y

Connect Dial-up Connection

|ser name: | User Name |

Password: |1'Ta change the saved password, cliick heref |

Save this user name and password for the following users:

{a) Me only

") Anyone who uses this computer /’_\
r A 1

Dial- | 12345679 \ ] ~
N

v

L Dial ][ Cancel ]lméﬁ-(m
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= Dial-up Connection Properties

| General || Options | Seu:uﬁt'_.r| Metworking |P~.|:|~.ran|:ed|

Type of dialup server | am calling:
| PPP: Windows 95/98/NT4/2000, Intemet

)

This conne

~— Intemet Proto

g Virtual Machine Metwork Services
1 &, Cliert for Microsoft Metworks

[ Install.. ninstal [ F‘[l:up-;lﬂ’gs ]

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area networls protocol that provides communication
across diverse interconnected netwarks.

Ok l [ Cancel
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= 171.64.7.55 (caribou.Stanford.EDU)
= 171.64.7.77 (cassandra.Stanford.EDU)

Internet Protocol (TCP/IP) Properties

General |

You can get |P settings assigned automatically if your networl
supports this capability. Otherwise, you need to ask your netwark
administrator for the appropriate |P settings.

() Obtain an IP address automatically

{3 Obtainp DAY server address automatically E
{(®) Use the following DNS server addresses:

Prefemed DNS server: |171.64 . 7 .55
Altermate DMNS server: | 171 .64 . 7 .77 |

i Advanced...

ok || Cancel

2 4dsl Sl 4 1) Oy ol Tamy 45 ol (61 30580 g Oloshisd Caoud 1 9 3ud3 JLid 1) OK 4055 .Y
(D) suis wlsesl Obtain DNS server automatically jb pl 5 4is 0 & d> jo 4 Wil )3
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Select Email Client

Please indicate the option which best describes how you send mail.

() Desktop Email Application

Choose this option if you currently use an email application such as Microsoft Qutiook
Express, Microsoft Qutlook, Eudora, or Mail,

Choose this option if you currently use an Internet email service such as Yahoo or
Microsoft Hotmail,

() Other

Choose this option if your preferred desktop email application is not available or you
do not know which option to choose.

oK l [ Cancel
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http://neworder.box.sk/newsread.php?newsid=8650

http://www.zensur.freerk.com/

http://www.jmarshall.com/

http://www.whitefyre.com/poxy/

http://www.opennetinitiative.net./studies/iran/

http://en.wikipedia.org/wiki/Proxy server

http://en.wikipedia.org/wiki/Censorware

http://en.wikipedia.org/wiki/Censorship in_cyberspace
http://en.wikipedia.org/wiki/RSS %28file format%29

. http://www.xml.com/pub/a/2002/12/18/dive-into-xml.html
. http://www.bbc.co.uk./persian/science/story/2006/01/060120 fb filtering.shtml

. http://www.bbc.co.uk/persian/iran/story/2005/06/050623 mj-ms-ir-internet.shtml

. http://voanews.com./persian/email-subscription.cfm

. http://computer.howstuffworks.com/internet-infrastructure.htm

. http://www.2privacy.com/

. http://www.freeproxy.ru/en/free proxy/fag/index.htm

. http://www.proxyblind.org/
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. http://www.bedoonemarz.com/blog/39

. http://www.securecomputing.com/

. http://www.peacefire.org/censorware/SmartFilter/

. http://stop.censoring.us/

. http://www.stayinvisible.com/
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پس از این که فرم پرسشنامه را تکمیل کردید آن را بوسیله ایمیل برای ما ارسال کنید. برای این منظور بر روی دکمه فوق کليک کنيد. با اين کار يک کادر محاوره‌اي باز ميشود.

در صورتی که از برنامه‌های رومیزی مانند اوت لوک برای ارسال ایمیل استفاده میکنید، گزینه اول را انتخاب کنید و در صفحه بعد بر روی دکمه "ارسال فایل" کلیک کنید. در این حالت برنامه ایمیل شما اجرا و فرم پرسشنامه به طور اتوماتیک ضمیمه ایمیل‌تان میشود.

 اگر برای ارسال ایمیل از ایمیلهای تحت وب مثل یاهو استفاده میکنید، در کادر محاوره‌ای گزینه دوم را انتخاب کنید و در صفحه بعد فايل را بر روي کامپيوتر خود ذخيره کنيد. شما لازم است این فایل را به صورت دستی ضمیمه ایمیل خود کرده و آن را به آدرس زير ارسال کنید:

Survey@no-filter.com






